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Introduction 

This document describes the Support Plan for CARES-Live new 90-Day Password Reset 
policy requirements, and the implementation rollout strategy. After statewide rollout of the 
new policy all CARES-Live account passwords must be reset every 90 days. This will 
improve CARES-Live environment security. 

During the initial rollout CARES-Live County and State Administrators will send email 
communications to users within their organization, to inform them they must reset their 
passwords. Communications will be sent to impacted users 10-days before the reset is 
required. Optional email reminder notices may be sent 5-days and 2-days within the 
countdown to reset user passwords. To reduce the workload for Administrators all inactive 
CARES-Live users are excluded from the initial rollout. New CARES-Live users added within 
90 days are excluded from the initial rollout as well. 



The Support Plan for the CARES-Live Password Reset 

The 90-day Password Reset rollout will be implemented in three waves. The waves divide the 
user population alphabetically by their email address. The first wave will be a pilot. The 
number of impacted users included in the pilot is intentionally small to allow time to work out 
any process issues. 

There are two rollout readiness meetings scheduled with CARES-Live County and State 
Administrators to provide an overview of this effort, review expectations, determine the 
primary point of contact for each county for sending out the email reminder communications, 
and answer any questions. 

The meetings are scheduled for: 

1. Thursday, March 11, 2021, 10:00 – 11:00 AM 

2. Monday, March 15, 2021, 2:00 – 3:00 PM 

Expect to attend only one of the two meetings as the same information will be covered in both 
meetings. 

CARES-Live County and State Administrators will send the initial rollout email “Password 
Reset Required in 10 Days” notice to impacted CARES-Live users. The CARES-Live County 
and State Administrators will also send optional subsequent email reminder notices to 
appropriate users “5-days” and “2-days” before the password must be reset. To support 
Administrators the CWDS Customer Relations team will send Administrators the list of 
impacted users and draft language to include in the email. If assistance is needed in sending 
out reminder emails, please contact  CWDS Customer Relations, CWS_CustRel@osi.ca.gov. 

CARES-Live Administrators Expectations During the Initial Rollout 

During the 90 Day Password reset rollout Administrators are to: 

· Attend one of the 2 rollout readiness meetings 

· Identify a single point of contact that the Customer Relations team can work with during 
the rollout 

· Send notification emails to identified list of users 

· Support users if they require assistance resetting their password 

· Follow the existing process if a user’s account is locked (see CARES-Live Manage Users 
Job Aid) 

After the initial rollout, users will not receive any notification emails. Administrators will not be 
responsible for sending notification emails on-going.  In the future users will only be informed 
they need to change their password upon login, and they see the message on the screen. 

mailto:CWS_CustRel@osi.ca.gov


Rollout Schedule 

Key Dates during Rollout 
First 
letter in 
user’s 
email 

Key dates Activities 

Pilot A (121 
users) 

3/17- 4/2 Total pilot duration 

3/17/2021 CWDS prepares list of impacted users & prepares to send 
emails to Admins 

3/18-3/19 Admin receives email & prepares to send email to impacted 
users 

3/19/2021 Admin sends notification email to impacted users 
3/22-3/31 10-day window starts to reset password (PW) 
3/22/2021 CWDS runs script for 10-day Password reset 
3/25/2021 5-day list complied; CR sends list to county/state admins 
3/26/2021 Admin sends 5-day email optional 
3/29/2021 2-day list complied; CR sends list to county/state admins 
3/30/2021 Admin sends 2-day email optional 
3/31/2021 Last day to change PW (10th day) 

4/1-4/2 Support issues/wrap up the wave 
4/1/2021 CWDS sets inactive users to “RESET_REQUIRED” status 

4/2/2021 Last day of the pilot 



First 
letter in 
user’s 
email 

Key dates Activities 

Wave 
1 

B-K (643 
users) 

4/7- 4/23 Total wave duration 

4/7/2021 CWDS prepares list of impacted users & prepares to send 
emails to Admins 

4/8-4/9 Admin receives email & prepares to send email to impacted 
users 

4/9/2021 Admin sends notification email to impacted users 
4/12-4/21 10-day window starts to reset PW 
4/12/2021 CWDS runs Script for 10-day Password reset 
4/15/2021 5-day list complied; CR sends list to county/state admins 
4/16/2021 Admin sends 5-day email optional 
4/19/2021 2-day list complied; CR sends list to county/state admins 

4/20/2021 Admin sends 2-day email optional 
4/21/2021 Last day to change PW (10th day) 
4/22-4/23 Support issues/wrap up the wave 

4/22/2021 CWDS sets inactive users to “RESET_REQUIRED” status 
4/23/2021 Last day of the wave 

First 
letter in 
user’s 
email 

Key dates Activities 

Wave 
2 

L-Z (733 
users) 

4/28-5/14 Total wave duration 

4/28/2021 CWDS prepares list of impacted users & prepares to send 
emails to Admins 

4/29-4/30 Admin receives email & prepares to send email to impacted 
users 

4/30/2021 Admin sends notification email to impacted users 
5/3-5/12 10-day window starts to reset PW 
5/3/2021 CWDS runs script for 10-day Password reset 
5/6/2021 5-day list complied; CR sends list to county/state admins 
5/7/2021 Admin sends 5-day email optional 

5/10/2021 2-day list complied; CR sends list to county/state admins 
5/11/2021 Admin sends 2-day email optional 
5/12/2021 Last day to change PW (10th day) 
5/13-5/14 Support issues/wrap up the wave 
5/13/2021 CWDS sets inactive users to “RESET_REQUIRED” status 
5/14/2021 Last day of the wave 



User Experience 
This section describes the user experience during the 90-day Password Reset Process. 
Please note the password requirements are unchanged from the requirements currently 
used for CARES-Live user accounts.  The only change currently implemented is the 
requirement to reset the password every 90 days. 

In this example, we will use an imaginary user and scenario. 

User Name Alan 
Assigned Password Reset Wave 1 
UPDATED_AT date for a 90-day 
reset 

December 18th, 2020 

Password Reset Date March 17th, 2021 
     (90 days from December 18th) 

Date Alan receives the first email 
about the upcoming Password 
Reset 

March 7th, 2021 
     (10 days prior to March 17th, 2020) 

Initial 10-Day Password Reset Notification Email 

On March 7th, Alan receives the “Password Reset Required in 10 Days” email 
notice. 



User Choose to Reset their Password Right Away 
Alan logs into CARES-Live and proceeds to change his password by clicking on the 
Forgot/Reset your Password link. 

Alan enters his email address and clicks on Reset my password 

Alan checks his email inbox to locate the verification code email. Alan needs this code to 
complete the Password Reset process. 

Important: Alan only has 3 minutes to enter this code on the Password Reset screen (from 
the time he receives the code in his inbox) 



Alan enters his verification code, completes Create Password, and completes Confirm New 
Password Again. 

Alan should now be able to login to CARES-Live using his new password. 

User Did Not Reset Password After Receiving Initial 10-day Notice 

If Alan did not reset his password immediately after receiving the initial 10-day notice, upon 
login the CARES-Live Dashboard will display an alert identifying the number of days until his 
password expires. 



User Failed to Reset Password Within the 10-day Window 

If Alan does not reset his password within the 10-day window, then he will automatically 
receive an email informing him that his password is expired. On the 11th day his user status 
will automatically be set to RESET_REQUIRED. This status will automatically send an email 
to Alan like the one below. 

Once the user status is automatically set to RESET_REQUIRED the Log In screen will display 
the following warning. 



To reset his password Alan will enter his email address and click “Reset my password” on the 
CARES-Live login screen, which will trigger the verification email and reset process as stated 
above. 

Issue Remediation 
This section will describe issues that can occur as part of the Password Reset process and 
provide the subscribed remediation.  Through this process the most common issues that can 
occur are listed below along with the remediation. 

Verification Email is Blocked as SPAM 

It is possible for the verification email to be mistaken by an overly aggressive SPAM filter as 
SPAM. If a user reports they have not received the verification email, talk them through 
checking their SPAM folder. 

Verification Email is Not Sent 

Another possible reason for the user not receiving the verification email, is that they have 
entered the wrong email. The verification email will only be sent to accounts that belong to 
actual users in CARES-Live system.  Check your email SPAM folder, if the email is not there 
the user must go through the Forgot/Reset your Password process again, be extra sure to 
enter the correct email address. 



Account is Locked 

After 3 failed login attempts, a user will be locked out of their account. If this happens the 
user will get a message that their account is locked. The user has the following two options: 

1. They can click on “Forgot/Reset your Password” and change their password which will 
end their lockout. 

2. They can send an email to their CARES-Live local Administrator and request an 
unlock. 

For All Other Concerns Please Contact CARES-Live Service Desk 
The Service Desk will respond the next business day if an email is sent after hours. 

Call CARES-Live Service Desk at (855)-292-3444 

Or email Service Desk (servicedesk@cwds.ca.gov) 

Monday through Friday from 8:00 a.m. to 5:00 p.m. 

Excluding weekends and State holidays 

mailto:Servicedesk@cwds.ca.gov
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